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EXECUTIVE SUMMARY

The Field Security Report on CrowdStrike Falcon Endpoint Protection Go
includes:

Cyberease rating of onboarding experience of CrowdStrike Falcon Endpoint
Protection Go.(the EPP solution designed for small and midsize businesses)

Onboarding of agents tested on Windows Server 2025, 2022, 2012 R2, and
Enterprise editions of Windows 7 SP1, 8.1, 10, and 11.

Onboarding seamless for all systems except Windows 7 SP1 and 8.1, which
are unsupported.

Clear messaging and documentation provided for unsupported OSs,
Windows 7 SP1 and 8.1.

Deployment uses a single executable file, requiring no pre- or post-
installation steps for supported systems.

Actionable Insights:

Enterprises can deploy Falcon Go on modern Windows systems (Server
2025, 2022, 2012 R2, Windows 10, 11) with confidence in rapid, hassle-free
onboarding.

Organizations using Windows 7 SP1 and 8.1 must upgrade to a supported
0OS, at least Windows 10 or later to leverage Falcon Go.

The single-executable model simplifies deployment, reducing IT workload
and enabling quick scaling across enterprise environments.

Clear documentation ensures transparency, aiding planning for legacy
system upgrades.

The global July 19th, 2024 incident underscored the critical importance of
managing endpoint agent lifecycles and regular content updates to the
agents.

Our testing confirmed that Falcon Go provides the necessary policy
controls to delay automatic agent upgrades, enabling enterprises to
implement a phased agent upgrade rollout strategy and validate new
sensor versions in a controlled environment before a fleet-wide
deployment.



https://www.crowdstrike.com/en-us/pricing/falcon-go/
https://www.crowdstrike.com/en-us/pricing/falcon-go/
https://docs.google.com/document/d/1q6PjHxKdDo92eexkfwbiydagJeR9iqM9-MHjTnudwvs/edit?tab=t.0#heading=h.8jat8u5ixi4
https://docs.google.com/document/d/1q6PjHxKdDo92eexkfwbiydagJeR9iqM9-MHjTnudwvs/edit?tab=t.0#heading=h.8jat8u5ixi4

INTRODUCTION AND

DEPLOYMENT INSIGHTS

CrowdStrike Falcon Endpoint Protection Go is a
lightweight, cloud-native endpoint security solution
designed for small and medium enterprises, for rapid
deployment and ease of use. This report assesses the
onboarding process across a range of Windows operating
systems commonly used in enterprise environments. Our
goal is to provide a clear, concise evaluation of deployment
ease, highlighting system compatibility and any challenges
encountered.

Please note that the findings are based on hands-on
testing conducted by our Field Security Architects and
this report is not sponsored by Crowdstrike
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METHODOLOGY

1. Deployed Falcon Go on virtualized instances of:

e Windows Server 2025, 2022, 2012 R2.
e Windows 7 SP1, 8.1, 10, 11 (Enterprise editions).

2. Tested in controlled environment with standardized
hardware:
e 4GB RAM, 4-core CPU, 60GB SSD.

3. Used the latest Falcon Go executable from CrowdStrike.
(Version: 7.26.19809)

4. Evaluated based on:Installation simplicity.
e |nstallation simplicity.
e System compatibility.
e Error messaging.
e Additional configuration requirements.

5. Results quantified using CyberEase Rating system (1-5
stars).



ONBOARDING EXPERIENCE BY

OPERATING SYSTEMS

The following table summarizes the onboarding experiences across tested
operating systems with CyberEase Ratings assigned by FieldCISO Advisory
(1-5 stars, 5 being the best, 1 being the worst):

FIELD
®1]Il Onboarding Experience Comparison
ADVISORY
Operatin Onboardin Official CyberEase
P g g Notes/Challenges . .
System Method Support Rating
] ) Straightforward; completed in <5
Windows Server Single Executable Yes min; seamless integration with 2. 8.0.0.0.¢ (5/5)
2025 management console.
Wind = il 2 bl y Straightforward; completed in <5
Inaows server ingle Executable €s min; seamless integration with
2022 management console. *kkk*k (5/5)
Windows Server Single Executable Yes Straightforward; completed in <5
NCOW Ingie Execu min; seamless integration with % % %k %k (5/5)
2012 R2 management console.
Efficient; completed in ~3 min;
Windows 11 Single Executable Yes (I EVHEEE, MO EREITETE.
_ g configurations. % % % %k % (5/5)
Enterprise
Wind 10 il B bl v Smooth; completed in ~3 min;
indows ingle Executable €s no reboots or manual
Enterprise interventions required. *okkokok (5/5)
Windows 8.1 Single Executable No UnENTEOTi 52, @ eSS aiey
_ g Windows Server 2012 R2 * Yo Yo ve (1/5)
Enterprise earliest supported version.
) . Unsupported; clear messaging;
Windows 7 SP1 Single Executable No Windows Server 2012 R2 * Y vevede (1/5)
Enterprise earliest supported version.




WINDOWS SERVER 2025, 2022, 2012 R2

e Process: Onboarding was straightforward using a single
executable file. Installation completed in under 5 minutes per
system. The agent integrated seamlessly with each server’s
mMmanagement console.

e Challenges: No compatibility issues observed; no pre- or post-
installation steps needed.

e CyberEase Rating: % % % % (5/5) — Exceptional ease of
onboarding with minimal complexity.

WINDOWS 11 ENTERPRISE

 Process: Deployment was efficient, with the executable
installing the agent in approximately 3 minutes. The process
was fully automated, and the agent initialized without
additional configurations.

e Challenges: None; seamless and rapid deployment.

e CyberEase Rating: %% %% (5/5) - Exceptional ease of
onboarding with full automation.

WINDOWS 10 ENTERPRISE

e Process: Onboarding was smooth, with the executable handling all
tasks in approximately 3 minutes. No reboots or manual interventions
were required.

e Challenges: None; consistent with Windows 11 experience.

e CyberEase Rating: %% %% (5/5) — Exceptional ease of onboarding
with no interruptions.




WINDOWS 8.1 ENTERPRISE

CrowdStrike Falcon Sensor Setup

Crowdstrike Falcon for x64 Windows is only supported on Windows 10,
Windows 11, and Windows Server 2012 or later.

e Process: CrowdStrike Falcon Sensor Deployment Halted. The
CrowdStrike Falcon Sensor installer displayed a clear message:
"CrowdStrike Falcon for x64 Windows is only supported on Windows 10,
Windows 11, and Windows Server 2012 or later." This directly indicates
that Windows 8.1 is not a supported platform for the sensor.

e Challenges: The fundamental obstacle is the hard block on installing
the CrowdStrike Falcon Sensor on Windows 8.1. This means these
devices cannot receive EPP from CrowdStrike, creating an unmitigated
security risk. An urgent upgrade to a supported operating_system is
required to deploy the sensor and secure the endpoint.

e CyberEase Rating: %% ¥ (1/5) - Incompatible OS prevents
installation, leaving the endpoint unprotected; upgrade is mandatory.




WINDOWS 7 SP1 ENTERPRISE

CrowdStrike Falcon Sensor Setup

Crowdstrike Falcon for x64 Windows is only supported on Windows 10,
Windows 11, and Windows Server 2012 or later.

e Process: Falcon Go is not supported. The installer provided clear,
transparent messaging indicating Windows Server 2012 R2 as the
earliest supported version.

e Challenges: Users advised to upgrade to a supported OS due to lack of
support.

e CyberEase Rating: k ¥y yci< (1/5) - Complete lack of support,
preventing onboarding.



PERFORMANCE IMPACT

DURING INSTALLATION

RAM Usage:
e Installation spike: 200-300 MB temporarily during the
3-5 minute deployment process
e Post-installation baseline: Stabilizes to 100-200 MB for
normal operations
e System requirement: Minimum 4 GB total system RAM
recommended for smooth onboarding

CPU Impact:

e During installation: 10-20% CPU utilization for the
deployment duration

e Settling period: 20-30% CPU usage for 5-10 minutes
post-installation during initial system scan and baseline
establishment

e Ongoing operations: The Crowdstrike Falcon Sensor
continuously monitors and logs real-time events_with
typical 2-5% CPU usage

Installation Characteristics:
e Network usage: 10-50 MB for initial policy download
and agent registration
e Disk I/O: Moderate activity during agent deployment
and initial configuration
e No reboot required: Installation completes without
system restart on supported Windows versions

* THESE STATISTICS ARE CALCULATED AS PER THE LAB VIRTUAL MACHINES


https://ms.codes/blogs/computer-hardware/crowdstrike-falcon-sensor-high-cpu
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ADVISORY

Operating System Coverage

Supported
Operating Systems

Unsupported
Operating Systems

Windows Server 2025

Windows XP & Windows
Server 2003

Windows Server 2022

Windows Server 2003 R2

Windows Server 2012 R2

Windows Server 2008 &
Windows Server 2008 R2

Windows 11 Enterprise

Windows Vista

Windows 10 Enterprise

Windows 7 SP1 &
Windows 8.1 Enterprise
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PROACTIVE CONTROLS AND AGENT
MANAGEMENT IN THE WAKE OF THE

CROWDSTRIKE INCIDENT

The CrowdStrike incident on July 19th served as a critical
reminder of the complexities inherent in modern
cybersecurity, particularly concerning the management
of EPP solutions. While the incident itself was rooted in a
content update, it profoundly underscored the necessity
for organizations to possess granular control over not
only the agent software deployed on their endpoints, but
also the continuous stream of threat intelligence and
operational content delivered to these vital systems. In
light of such impactful events, a thorough
understanding and judicious application of the controls
available within EPP platforms like CrowdStrike Falcon
Go become paramount for fortifying an organization's
security posture and ensuring operational resilience.

With this context in mind, our comprehensive review of
CrowdStrike Falcon Go focused intently on its agent
mManagement capabilities. These are broadly, yet
distinctly, categorized into two essential areas: Agent
Upgradation and Agent Updation. These functionalities
are designed to empower organizations with precise
control over the lifecycle of their endpoint sensors,
ensuring both robust security efficacy and minimal
operational disruption.
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AGENT MANAGEMENT

« AGENT UPGRADATION

Agent upgradation pertains to the management of the Falcon
sensor's software version. In Falcon Go, this process is controlled
through flexible Sensor Update Policies within the cloud console,
ensuring a balance between security and operational stability.
Our review confirmed the platform's capability for us to set
precise upgrade policies. Key options available include:

e N-1/ N-2 Policies: The ability to configure agents to
automatically remain one or two full versions behind the
latest release.

» Fixed Version (No Upgradation): The option to lock agents to
a specific, fixed version, which is ideal for critical systems
where changes must be strictly controlled.

o Specific Older Agent Versions: The flexibility to choose from
a list of available prior sensor versions if a specific build is
required for compatibility or testing purposes.

Crucially, all agent version upgrades are managed seamlessly

through the console and do not require a system restart,
minimizing operational disruption.

Enabile policy Duplicate palicy

Saensor sattings

Show LTV sansce buikds




« AGENT UPDATION

Agent updation refers to the updating of threat intelligence and
operational content—such as detection logic, configuration
settings, and stability files—rather than the agent software itself.
Our hands-on review confirms that Falcon Go provides a
dedicated Content Update Policy system. This feature offers
granular control over the rollout of various types of agent
content, allowing for a phased deployment to ensure stability for
critical systems. Through these policies, a delayed release
schedule can be set for different content channels, including:

o System Critical channel: For files essential to ongoing
sensor stability.

e Sensor Operations channel: For sensor settings and
compatibility information.

 Rapid Response Content channel: For telemetry, detection,
prevention, and blocklisting logic.

For each channel, an administrator can configure a specific delay
(e.g., +1 hour, +4 hours, +12 hours). This capability is crucial for
environments that demand maximum stability, providing a
mechanism to validate new content on a pilot group before a
fleet-wide release.

Host setup and managem... | Content updatepoli. > All » Searc 4= a Tk

Enabla policy Duplicats palicy

Settings

Category name

System Critical channel files release

prations channel files release

Rapid Response Content channel files

ralease schedula
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CONCLUSIONS

Falcon Go offers streamlined onboarding for supported
systems:

o Windows Server 2025, 2022, 2012 R2.

o Windows 10, 11 Enterprise editions.

Single-executable deployment model eliminates
complexity.

Attractive for organisations seeking efficient endpoint
protection.

Clear communication for unsupported Windows 7 SP1 and

8.1 ensures transparency.

Recommended for enterprises prioritizing rapid
deployment and compatibility.

Organizations using Windows 7 SP1 and 8.1 should
upgrade to a supported OS.

Flexible policies allow organizations to maintain N-1/N-2
automatic updates, fix versions for critical systems, or
deploy specific older builds, ensuring stability with
minimal disruption.

Dedicated policies enable phased deployment of threat
intelligence and operational content, allowing for
validation on pilot groups before fleet-wide release. This
significantly enhances operational resilience against
unforeseen update issues.
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APPENDIX

HOW DO WE CALCULATE

CYBEREASE RATINGS?

EEach star represents a distinct criterion for evaluating the
onboarding experience of endpoint security solutions:

1 Star: Failed Onboarding Despite Claimed Support - The
operating system is documented as supported, but onboarding
fails despite applying all recommended updates and
configurations, even with support intervention.

2 Stars: Onboarding with Significant Effort - Onboarding
succeeds, and the device appears in the console, but requires
extensive effort, multiple installation steps, debugging, and
support interaction for undocumented updates or information.
3 Stars: Onboarding with Additional Configuration for
Detection - Onboarding is achieved by running a setup process,
but further manual changes (e.g., installing antivirus software)
are required to enable malware detection functionality.

4 Stars: Onboarding with Minor Documented Updates -
Onboarding is successful and the device appears in the console,
but requires installation of a few minor, easily available, and well-
documented updates or configurations.

5 Stars: Seamless Out-of-the-Box Onboarding - Onboarding is
effortless, completed out-of-the-box with no prerequisites or
post-installation configurations, and the device appears
instantly in the console with full functionality.
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Contact Us:

for further information contact:
tanish@fieldciso.com or
visit us at fieldciso.com
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Prateek Bhajanka and Devesh Taneja

DESIGNED BY:

Tanaa Chauhan
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